MODEL RULES
for auditors

for developing the rules governing the prevention and combating of money laundering and terrorist financing

In accordance with Act CXXXVI of 2007 on the prevention and combating of money laundering and terrorist financing (“Anti-Money Laundering Act”), complying with the provisions of Section 33(3) of the Anti-Money Laundering Act and Subsection 291(c) of the Statutes of the Chamber the Chamber of Hungarian Auditors (hereinafter referred to as “Chamber”) has developed and now provides – in co-operation with the Central Law Enforcement Directorate of the Hungarian Customs and Finance Guard (authority operating as the financial intelligence unit) and with the approval of the Ministry of Finance – the present model rules for persons and organisations engaged in auditing activities, which is not compulsory and should be used as a recommendation. 
Auditors or audit firms also engaged in activities governed by Section 1(1) of the Anti-Money Laundering Act shall develop the rules governing such activities in accordance with the legal requirements applying to this activity.
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1. Definition of terms
Due to the use of terms which apply specifically to the activities of audit service providers, some of the definitions below differ from the statutory definitions given in the Anti-Money Laundering Act.

1. Anti-Money Laundering Act: Act CXXXVI of 2007 on the prevention and combating of money laundering and terrorist financing;
2. Act on the Chamber of Hungarian Auditors: Act LXXV of 2007 on the Chamber of Hungarian Auditors, the activities of auditors and the public supervision of auditors;
3. Civil Code: Act IV of 1959 on the Civil Code;
4. Criminal Code: Act IV of 1978 on the Criminal Code;
5. Implementing Decree: Decree 35 of 29 December 2007 of the Minister of Finance on the compulsory elements of the internal rules to be developed under Act CXXXVI of 2007 on the prevention and combating of money laundering and terrorist financing;
6. auditor: auditors who are members of the Chamber, as defined in Section 2(13) of the Act on the Chamber of Hungarian Auditors; 
7. audit firm: audit firms defined in Section 2(14) of the Act on the Chamber of Hungarian Auditors; 

8. auditing activities: auditing activities based on the statutory obligation defined in Section 3(1) of the Act on the Chamber of Hungarian Auditors; 
9. service provider: any auditor or audit firm engaged in auditing activities independently (on their own behalf and at their own risk);
10. executive officer of a service provider: any natural person, who is entitled to represent an audit firm, to exercise the power of taking decisions on behalf of this audit firm, and to exercise top level controlling power within this audit firm. If there are several such persons in an audit firm, all those persons must be regarded executive officers of that service provider;
11. employee of a service provider: any person having an employment contract with the service provider and any member who is a natural person personally contributing to the activities of the service provider;

12. contributing family member of a service provider: any close relative – as defined in Section 685(c) of the Civil Code – of an auditor, or of a member of an audit firm who is a natural person, contributing to the activities of the firm;
13. network: the organisation which the service providers belong to and which shares common ownership, management and compliance control;

14.  client: any person signing a written contract with the service provider for the use of auditing services;

15. organisation: the legal person and the organisation without legal personality;
16. business relationship: a long-term contractual relationship based on a written contract between a client and a service provider for the provision of auditing services. All contracts for the provision of auditing services shall be made in writing, and they shall in all cases be deemed to be long-term contractual relationships and therefore lead to a business relationship.
17. identification: the recording in writing of the data specified in Sections 7(2)-(3) and 8(2)-(3)of the Anti-Money Laundering Act;
18. client due diligence: in the cases referred to in Section 6, the carrying out of the client due diligence measures defined in Sections 7 to 10;
19. representative: any natural person entitled to represent a client under legislation, act of an authority, decision of a body or other legal contract or authorisation who has a right to make any legal declaration on behalf of the client;

20. official certificate suitable for the proof of identity: the personal identity card, passport, or driver's license in a card format;

21. verification of identity: the procedure to verify the identity of the client and the representative, in accordance with the provisions of Sections 7(4) to (6), and to verify the identity of the beneficial owner in accordance with the provisions of Section 8(5);
22. document: the following documents may be accepted for the verification of identity: 
a. original document, of which the service provider makes a copy (with the consent of the client) or records the specified data needed for verification, or

b. document, company registration document, official certificate of data obtained by the service provider from an official database (independent of the client) or downloaded and printed by the service provider from electronic official databases, or

c. authentic copy of an original document made by a Hungarian consulate official or a notary and bearing the appropriate attestation, or
d. authentic copy of an original document made by a Hungarian consulate official or a notary and bearing an attestation that the copy is identical with the original document presented, or

e. a copy of an original document made by the authority of the state of issue authorised to make authentic copies and – unless provided otherwise in an international agreement – and bearing a signature and a seal of this authority legalised by a Hungarian consulate official, or 
f. an authentic copy of an original document, if it was made in a country which is a party to the Hague Convention of 5 October 1961 Abolishing the Requirement of Legalisation (Apostille) for Foreign Public Documents (Apostille Convention), and the copy of the original document was made by the authority of the state of issue authorised to make authentic copies and was legalized by the person authorized to issue the apostille in accordance with the Apostille Convention.
23. politically exposed person: natural persons residing in another Member State or in a third country who are or have been entrusted with prominent public functions within one year before the carrying out of client due diligence measures, and immediate family members, or persons known to be close associates, of such persons. Politically exposed persons shall include heads of the State, heads of the government, ministers, deputy ministers, secretaries of state, members of parliaments, members of supreme courts, of constitutional courts or of other high-level judicial bodies whose decisions are not subject to further appeal, heads of courts of auditors, members of courts auditors, or of the boards of central banks, ambassadors, chargés d’affaires and high-ranking officers in the armed forces, with the ranks of chief officer or general officer, members of the administrative, management or supervisory bodies of state-owned enterprises of majority control. Close relatives shall include the close relatives defined in Section 685(b) of the Civil Code and registered partners. Persons known to be close associates of politically exposed persons shall include any natural person who is known to have joint beneficial ownership of a legal person or an organisation not having a legal personality, or any other close business relations, any natural person who has sole beneficial ownership of a legal person or an organisation not having a legal personality which is known to have been established for the benefit of the politically exposed person. 

24. beneficial owner:
va) the natural person, who owns or controls at least twenty-five per cent of the shares or voting rights in an organisation, if that organisation is not a registered company on the regulated market to which publication requirements consistent with Community legislation or equivalent international requirements apply;
vb) the natural person, who has a dominant influence in an organisation, as determined in Section 685/B(2) of the Civil Code;

vc) the natural person, on whose behalf a transaction order is executed; and 
vd) in the case of foundations, the natural person
a. who is the beneficiary of at least twenty-five per cent of the property of the foundation, if the future beneficiaries have already been determined;
b. in whose main interest the foundation is established or operates, if the beneficiaries have yet to be determined; or
c. who is a member of the managing organisation of the foundation, or who has a dominant influence over at least twenty-five per cent of the property of the foundation, or who acts on behalf of the foundation;
25. European Union: the European Union and the European Economic Area;
26. Member State of the European Union: any Member State of the European Union and other States who are parties to the Agreement on the European Economic Area;

27. third country: any state that is not member of the European Union;
28. information indicating money laundering: any fact, information or circumstance indicating money laundering as defined in Sections 303-303/A of the Criminal Code;
29.  information indicating terrorist financing: any fact, information or circumstance indicating terrorist financing as defined in Section 261 of the Criminal Code;
30. authority operating as the financial intelligence unit: the organisational unit of the customs authority appointed under Government Decree 314 of 23 December 2006 and functioning as the national financial intelligence unit. The authority operating as the financial intelligence unit shall as an obligation arising from the Anti-Money Laundering Act receive, record, analyse and evaluate, and evaluate, as appropriate the notifications sent by the service provider and attend all other duties laid down in the Anti-Money Laundering Act. In connection with the enforcement of the economic and financial restrictive measures adopted by the European Union, it shall perform the tasks of the body enforcing economic and financial restrictive measures under Act CLXXX of 2007.
The Central Law Enforcement Directorate of the Hungarian Customs and Finance Guard (hereinafter referred to as “HCFG CLED”) shall perform the tasks of the authority operating as the financial intelligence unit. The Financial Intelligence Department of the HCFG CLED (hereinafter referred to as “FID”) shall perform the non-investigation tasks of the authority operating as the financial intelligence unit. Address: 1122 Budapest, Hajnóczy u. 7–9. Telephone: 06-1-4568-111, Fax: 06-1-4568-154 E–mail: vpkbp.fiu@mail.vpop.hu, fiu@mail.vpop.hu
2. The obligation to develop internal rules
The detailed internal rules of the service provider’s obligation to develop internal rules are laid down in the rules of the Chamber governing the supervision of auditing activities in the field of the prevention and combating of money laundering and terrorist financing by the Chamber.

3. The internal rules of client due diligence
3.1. The obligation of carrying out client due diligence procedures
Service providers are required to apply customer due diligence procedures: 

a)
when establishing a business relationship;

b)
when there is any information, fact or circumstance giving rise to suspicion of money laundering or terrorist financing, where due diligence has not been carried out yet;
c)
when there are doubts about the veracity or adequacy of previously obtained customer identification data.
Service providers must sign a written contract for each audit engagement and carry out the verification of the client’s identity in the same manner as described herein. As regards the contracts which already exist at the time of the entry into force of this model rules, verification (or any additional verification under the Anti-Money Laundering Act and the internal rules) must be carried out at the time of the first contact occurring during the performance of the contract.

For the purposes of identification, the documents (originals or certified copies) defined in these model rules must be presented: 

The information may be recorded in the following typical ways:

· by printing from databases (available on the Internet or public, electronic data carriers) (for organisations, information updated within 30 days to date or online information downloaded by the service provider from the company register may be used as a document);
· by completing a specific information sheet (Annex 1)
· in a contract;

· by copying documents (only possible with the client’s consent)
· by recording in electronic database.
In the process of identification, other information may also be recorded with the client’s consent. Identification documents may only be copied with the consent of the holder of such document. The recording of the requested data is expressly required under the Anti-Money Laundering Act. This requirement of recording may be fulfilled in any way which can be documented.

The key information of and relating to the business relationship are primarily recorded by photocopying the contract. In exceptional cases, the recording of data may involve an extract thereof containing the key information.

3.2. Client due diligence measures
Service providers are required to identify clients and the representatives and to verify their identity.

3.2.1. Data to be recorded in the process of client identification
Service providers are required to record the following data for identification purposes:

a) for the identification of natural persons
aa) first and last name (name at birth),

ab) address,

ac) nationality,

ad) type and number of identification document,

ae) in connection with foreign nationals, the place of residence in Hungary;

af) place and date of birth,

ag) mother’s name;

b) for the identification of organisations
ba) name, short name,

bb) address of seat or address of the Hungarian branch of a business having its seat abroad,

bc) company registration number of organisations in the company register, number of decision establishing the organisation (document of registration, incorporation) or registration number of any other organisation.
bd) core activity,

be) name and position of authorised representatives signing the contract, and name and position of contact persons,

bf) identification data of agent for service of process, if a foreign organisation has an agent for service of process.

In the process of client identification, service providers are required to record the key content of the contract for the provision of auditing services. As part of this, the following information must be recorded in connection with the contract:
· type and subject-matter (the contract is for the provision of auditing services under Section 3(1) of the Act on the Chamber of Hungarian Auditors)
· term,

· circumstances of performance.

3.2.2. Statement on the beneficial owner 
Clients are required to provide a written statement to the service provider as to whether they are acting in their own name or in the name or on behalf of their beneficial owner. If a client’s written statement indicates that he is acting in the name or on behalf of the beneficial owner, the written statement shall contain the following information on the beneficial owner:

a) first and last name (name at birth),

b) address,

c) nationality,

If possible, the service provider may record additional information on the beneficial owner, in particular the following information on the beneficial owner:

d) type and number of identification document,

e) in connection with foreign nationals, the place of residence in Hungary;

f) place and date of birth,

g) mother’s name,

Where there is any doubt concerning the existence of the beneficial owner, the service provider shall request the customer to make a (repeated) written statement concerning the beneficial owner. Where there is any doubt concerning the identity of the beneficial owner, the service provider is required to take the necessary measures in order to check the beneficial owner’s identification data in registers available according to the legal provisions for this purpose or in registers which are openly accessible to the public. The service provider must document the actions taken to fulfil this obligation even if they failed to bring any result.

3.2.3. Verification of identity
For the purposes of the verification of the identity of clients, the representatives of organisations and the beneficial owner, service providers are required to require the following documents to be presented: 

a) for natural persons
aa) for Hungarian nationals, an official certificate suitable for the proof of identity and an official certificate for the proof of address 

ab) for foreign nationals, a passport or personal identity card, if it embodies an authorization to reside in Hungary, or a document evidencing the right of residence or a valid residence permit
ac) for natural persons below the age of 14, an official certificate for the proof of personal identification number and an official certificate for the proof of address, or a passport and an official certificate for the proof of address;

b) for organisations, in addition to the documents of the representative defined in the above Section a), a document issued within thirty days to date, to verify that 
ba) if a domestic economic operator, the organisation has been registered by the court of registration or that the application for registration has been submitted; if a private entrepreneur, that he has a private entrepreneur’s license, or that the private entrepreneur has submitted an application to the competent regional notary for a private entrepreneur’s license,

bb) in case of domestic legal persons whose existence is subject to registration by an authority or the court, the fact that the registration has taken place 
bc) in case of foreign organizations, the fact that it has been incorporated or registered under the law of the country in which it is established;

c) prior to the submitting of an application for company registration to the court of registration, or an application for registration by an authority or the court to the competent authority or court, the Sections of incorporation (Sections of association, charter document) of organisations. In such case, the organisation is required to produce documentary evidence of having been registered by the court of registration, or the competent authority or court, within thirty days after the fact, and the service provider is required to enter the company registration number or other registration number into its records. The service provider must remind clients of this obligation.

For the purposes of verification of identity, service providers are required to check the validity of identification documents presented by both natural persons and organisations. For organisations, information updated within 30 days to date or online information downloaded by the service provider from the company register may be used as a document.

3.3. Checking if the recorded information are up-to-date (updating)

Service providers are required to ensure that the data and information as well as documents held in connection with business relationships are kept up-to-date.

During the existence of the business relationship, clients are required to notify the service provider any change in the data and information supplied in the course of client due diligence or any change concerning the beneficial owner within five working days of the day when taking cognizance of such changes.

3.4. Refusal to sign a contract or to provide services

Where the service provider is unable to carry out the client due diligence, it shall refuse to establish a business relationship with the client concerned. It shall refuse to perform the contract, if client due diligence is impossible during the term of an existing contract (Section 42 of the Anti-Money Laundering Act). This may occur where the supply of additional data for contracts already existing on 14 December 2007 does not take place (with the client or the client’s representative physically present) until 1 January 2009, as required under the present model rules.
The client due diligence measures need not to be repeated if:

a) the service provider has already completed the client due diligence measures relating to the client or the representative in connection with another engagement,

b) no changes have taken place in the particulars recorded during the client due diligence.

3.5. Enhanced client due diligence procedures
Service providers are required to record all data and particulars specified in these model rules, where the client has not been physically present for identification purposes or for the verification of his identity, or a client who is a natural person and classified as a politically exposed person.

Clients residing abroad are required to make a written statement for the service provider declaring whether they are classified as politically exposed persons in accordance with the law of their country. If a customer residing abroad is classified as a politically exposed person, the aforementioned statement shall also indicate the point of Section (2)4 on the basis of which he/she is classified as a politically exposed person. Where there is any doubt concerning the veracity of the aforementioned statement, the service provider is required to take the necessary measures to check the statement in registers available in accordance with the legal provisions for this purpose or in registers that are openly accessible to the public. In case of a foreign politically exposed person, the establishment of the business relationship may only take place after the approval of the executive officer of the service provider.

3.6. Use of client due diligence measures carried out by other service providers 
For the purposes of this section, “financial service provider” shall mean the service providers engaged in the activities defined in Sections 1(1)a to 1(1)e and 1(1)l of the Anti-Money Laundering Act, whose supervisory body  is the Hungarian Financial Supervisory Authority (Section 5(a) of the Anti-Money Laundering Act). Financial service providers shall not include however service provider only engaged in money transmission and currency exchange activities.
For the purposes of this section “service providers engaged in related activities” shall mean the service providers engaged in the activities defined in Sections 1(1)g to 1(1)h and 1(1)m of the Anti-Money Laundering Act, who are the following:
· service providers defined in these rules;

· service providers engaged in providing accountancy (bookkeeping), tax consulting services whether or not certified, or tax advisory activities;

· service providers acting as lawyers or notaries public.

For the purposes of this section “other service providers” shall mean financial service providers and service providers engaged in related activities.

The Anti-Money Laundering Act permits the acceptance of the outcome of client due diligence procedures carried out by other service provider – as defined in the Anti-Money Laundering Act – but the responsibility for compliance with the requirements for client due diligence shall lie with the service provider accepting the outcome of due diligence procedures carried out by another service provider.

The acceptance of the outcome of the client due diligence procedure carried out by another service provider shall only be possible with the client’s consent, as service providers do not have a right to disclose to other service providers the information requested for the purposes of a client due diligence procedure without the consent of the client concerned.
Service providers may accept the outcome of client due diligence procedures carried out by other service providers, if the other service provider carried out this activity and the client due diligence procedure:

a) within the territory of the Republic of Hungary, or

b) within the territory of another member state of the European Union; or 

c) within a third country, if the client due diligence procedure was carried out by a service provider that meets the following requirements: 

· is included in the mandatory professional register; and 
· applies client due diligence procedures and record keeping requirements as laid down or equivalent to those laid down in this Act and its supervision is executed in accordance with the requirements laid down or equivalent to those laid down in this Act, or its registered office is in a third country, which applies equivalent requirements to those laid down in this Act.

The outcome of client due diligence procedures meeting the above requirements may be accepted even if the documents or data on which these requirements have been based are different to those determined in these model rules.

Service providers shall only have a right to disclose information required for client due diligence procedures to be carried out by service providers engaged in related activities with the written consent of the client concerned. In such case, the service provider that has carried out the client due diligence measures shall be authorized to make available, at the written request of the service provider engaged in related activities and accepting the outcome of client due diligence procedures, data and information obtained for the purposes of identification and verification of identity of the client and the beneficial owner, and copies of other relevant documentation on the identity of the client or the beneficial owner to other service providers engaged in related activities. If the client’s consent has been obtained, such data must be disclosed to other auditors so requesting
.

3.7. Recommended contractual clause to fulfil the obligation of identification
With a view to the adequate fulfilment of the obligation of identification laid down in the Anti-Money Laundering Act, the following clause is recommended for inclusion in the contract made by the auditor: 

“Under Sections 7 to 12 of Act CXXXVI of 2007 on the prevention and combating of money laundering and terrorist financing (hereinafter referred to as “Anti-Money Laundering Act”) auditors are required to carry out client due diligence measures. Accordingly, the client engaging the auditor, the representatives of the client (the persons signing this contract and the contact persons) and the beneficial owner will be identified at the time of signing this contract. Under Section 10(3) of the Anti-Money Laundering Act, during the period of this contract, the client engaging the auditor shall be required to notify the engaged auditor of any change in the data and information supplied in the course of client due diligence (concerning the client engaging the auditor, the identified representative or the beneficial owner) within five working days of the day when taking cognizance of such changes. The client engaging the auditor shall provide the data and information to be obtained in the identification process by completing the attached information sheet and presenting the documents containing such data, and/or by giving consent to the auditor’s making copies of the documents containing the data and information to be obtained.” 
In addition to the inclusion of the above recommended clause into the contract, the statement on the beneficial owner may be made in a separate statement.
4. Reporting obligation
The obligation of reporting information indicating money laundering or terrorist financing may be fulfilled as follows:

· noticing information indicating money laundering or terrorist financing,
· carrying out the client due diligence measures required under these model rules, if they have not been carried out yet, or complementing the available information,
· completing the reporting form (Annex 2) by the executive officer, employee or contributing family member of the service provider,
· forwarding the completed form to the designated person,

· submission to the authority operating as the financial intelligence unit by the designated person.

4.1. Designated person
Service providers are required to designate employees who shall be primarily responsible for forwarding reports to the authority operating as the financial intelligence unit, organising training for employees and monitoring the fulfilment of other obligations laid down in the legislation against money laundering and terrorist financing. The designated person shall possibly be an executive officer or senior employee of the service provider. In justified cases, the designated person may have one or more appointed deputies (depending on the nature of the organisation).
According to the internal rules on the reporting obligation, the designated person or the deputy thereof shall be available for the employees of the service provider’s organisation at all times in working hours and forward reports to the authority operating as the financial intelligence unit.

Service providers are required to notify the authority operating as the financial intelligence unit concerning the name, position and contact details of the designated person, and any subsequent changes therein, within five working days of the date of designation or the effective date of the change. In the case of auditors working independently (adopting their own internal rules), the designated person is the auditor him- or herself. In such case the information defined herein shall not be sent to the authority operating as the financial intelligence unit.
Reporting is part of the obligations of the designated person, who shall forward reports –having regard to the confidentiality requirements of the legislation applying to service providers – in the form of a secure electronic message, or by postal delivery with return receipt requested, or via fax, communicating the required information on the phone beforehand, where delay would involve risk.

From 15 December 2008, all reports must be submitted to the authority operating as the financial intelligence unit in the form of a secure electronic message.

All reports shall contain the information and data the service provider has recorded in the client due diligence procedure, including the data and particulars of the client, the representative and the beneficial owner, the type, subject-matter and term of contract, and a description of the information, fact or circumstance indicating money laundering or terrorist financing.

As a result of reporting, the service provider shall not suspend the auditing activity, as doing so would be suspicious for the client and make compliance with the prohibition of disclosure and tracing the beneficial owner difficult. This is because audit is a subsequent activity, whose suspension cannot prevent money laundering or terrorist financing, as auditing activities only follow business events.
The designated person’s duties:
· submitting the received reports to the authority operating as the financial intelligence unit without delay,

· organising training for newly recruited employees once and training and continuing training for all the executive officers, employees and contributing family members of the service provider in the event of legislative amendments,
· keeping contact with the designated unit of the authority operating as the financial intelligence unit,
· enforcing the internal rules as needed.
4.2.
Likely cases of information indicating the possible occurrence of money laundering or terrorist financing

In the event of detecting any information indicating money laundering or terrorist financing, service providers shall pay increased attention to compliance and ensuring compliance with the Hungarian National Auditing Standards no. 240 and 250.

Service providers shall fulfil their obligation to report any information, fact or circumstance indicating money laundering or terrorist financing prescribed in the Anti-Money Laundering Act on the basis of the information and data obtained in the performance of their general or usual business activities.
As the service providers adopting the present rules are not involved directly in the execution of transactions, they are not in a position to prevent them, and only meet their effects subsequently (typically with several months’ delay).
Based on the relationships of the information and data obtained in their work done – by observing the professional requirements applying to them – service providers must decide if a given transaction indicates money laundering or terrorist financing by considering other facts and circumstances relating to the information indicating money laundering or terrorist financing.

4.2.1. Information, facts and circumstances indicating the possible occurrence of money laundering

The typical purpose of money laundering is to “create” lawful revenues corresponding to provable expenditures. Lawful revenues are not needed to be created for smaller amounts, as these can be easily spent without remaining any provable trace of the spending. While the Anti-Money Laundering Act does not define any value limit or any specific transaction where prescribed action must be taken in the event of the occurrence of information, facts or circumstances indicating the possibility of money laundering, in view of the purpose of money laundering, it is reasonable to focus on financial operations leading to higher revenues as far as the transactions possibly related to money laundering are concerned.
The following list contains examples on the circumstances which may indicate the possible occurrence of money laundering for service providers. Nevertheless, the list of cases given herein (like any other list published on this subject) is not be used automatically. The cases of money laundering show immense variety, and therefore it is essential for service providers to consider all circumstances of an event. For example, if a client is producing loss as a result of “normal” business operation, and therefore neither the collection, nor the transfer of a given revenue item is possible (e.g. because it is needed to pay public dues), then no business event indicating the possible occurrence of money laundering may arise. The service provider shall make a final judgement after considering the circumstances with due care. The following list of events should only be used as an additional tool for such consideration.

Business events indicating the possible occurrence of money laundering

1. Fictitious revenue items

2. Over-invoicing

3. Unreasonable amounts received free of charge

4. Unreasonable loan borrowed from member

5. Unilateral waiver of a commitment by the beneficiary for the benefit of the client

6. Churning

7. Unreasonable capital transactions

8. Unusual and unreasonably high cash inflows

9. Inventory surpluses

Other (additional) circumstances which may reinforce the possible occurrence of money laundering

10. Circumstances of management
11. Operations without a registered seat
12. Changes in ownership
13. Unusual capital transactions
Business events indicating the possible occurrence of money laundering

1.
Fictitious revenue items. Fictitious revenue items may indicate money laundering activities. Fictitious revenues include those that are not supported by performance. This is suggested by, for example, the lack of reasonable expenses recorded by the client to make the revenue items realistic. Such events include, for example, where a client instructs its accountant not to recognise certain expense items. E.g.: provision of services without the existence of essential tools or human resources; selling products without prior purchases or at an unreasonably high price, and possibly with no costs charged (shipping, warehousing, etc.).

2.
Over-invoicing. In this case, a client sells certain products or services indirectly at a conspicuously high (often many tenfold) margin which is not proportionate to the value of the product or service. However, this needs to be distinguished from the case of earning an extra profit where a buyer is ready to pay well above the acquisition cost of a rare product or service with a special feature, or where the client incurs additional expenses (e.g. exploration, restoration). In general, over-invoicing does not include cases where the services provided require specialist knowledge. In this case, the examination of the related costs does not normally reveal any indication of money laundering. However, if it can be established that a client does not have the background required to provide the services in question and does not use (as an intermediary) a subcontractor (contributor), then money laundering may occur in the form of fictitious revenue items.

3.
Unreasonable amounts received free of charge. Amounts received free of charge are usually lawful items without corresponding consideration, also regulated by the rules governing accounting and taxation. It may indicate the possible occurrence of money laundering where other circumstances do not provide a reasonable explanation thereof. For example, where the party receiving amounts free of charge is otherwise profitable, has money, and does not plan to introduce new activities that cannot be financed from its available resources or to borrow a loan from a bank.

4.
Unreasonable member loans. Like amounts received free of charge, member loans granted/received are usually lawful, regulated items without a corresponding consideration. However, a member loan is a form of temporary funding. It may indicate a possible incident of money laundering by the borrower, if other circumstances fail to give a reasonable explanation for such a loan. For example, if the borrower is otherwise profitable, has money, and does not plan to introduce new activities that cannot be financed from its available funds or to borrow a loan from a bank. Borrowing loans on a regular basis from a member without acceptable reasons may indicate possible money laundering activities, especially if apparently neither the borrower nor its owner take efforts to repay the loan, because the money has been channelled (for example, products are sold at a disproportionately low price and other evidently loss making activities), and thus repayment is clearly impossible.

5.
Unilateral waiver of a commitment by the beneficiary for the benefit of the client. In these cases, the client is relieved from a liability (generally arising in connection with a revenue item) without any apparent or reasonable cause. The waiver is a unilateral legal declaration by the beneficiary free of charge. Offsetting is a different issue as, in that case, the beneficiary also waives some claims in return.

6.
Churning. This is an activity where it is apparent that the client only plays an intermediary role without producing any added value. This serves the purpose of extending the route of money laundering. These cases are very hard to detect and is only possible in extreme situations. An indication may be if a client plays the role of an agent by making deals itself but has no other expense or revenue items than the equivalent acquisition cost or selling price of the given goods and the client’s activity is limited to issuing and receiving invoices.

7.
Unreasonable capital transactions. These transactions include short term capital transactions which cannot be explained on the basis of the client’s business operations or other considerations (e.g. tax optimisation). These include, for example, a significant capital increase by a new owner and then the sale of this share within a short period of time followed by the removal of funds by the way of capital reduction also within a short period of time – without any reasonable explanation for this series of transactions. The indication of a possible money laundering activity is stronger if the service provider is unable to identify the participants or if the reasons for the series of transactions are not revealed to the service provider. However, in general, capital movements are not indicative of money laundering.

8.
Unusual and unreasonably high cash inflows. In general, cash transactions are totally lawful, which means that a business entity does not commit any wrongdoing by earning cash. Possible money laundering activity may be suspected if high revenues are unusual for the given activity and there is no reasonable explanation for these.

9.
Inventory surpluses. If a business entity has high value inventory surpluses on a regular basis without any obvious or reasonable cause, then such circumstances may indicate money laundering activities, especially if such inventory surplus is unrelated to the business activities or appear without accompanying inventory shortages.

Other (additional) circumstances which may reinforce the possible occurrence of money laundering

10.
Circumstances of management. Use of obviously unsuitable persons – so-called dummies – as managers, such as homeless persons, etc. The service provider notices that the company is in fact not managed by the person named as manager or owner, but others give instructions instead, even if the manager is present; moreover, the manager asks for help on the phone or in any other way during negotiations. This circumstance in itself is only suitable for raising attention. 

11.
Operations without a registered seat. The client asks its accountant to let the accountant’s office be used as the client’s registered seat, or the accountant is aware that the registered seat of the business is non-existent. Another circumstance that may raise suspicion is if the accountant’s seat is unreasonably far from the business the accountant provides services to and the relationship does not have any preliminaries.

12.
Changes in ownership followed by a sudden increase in turnover or change in its direction without any apparent cause, preceding investment or other explanation.

13.
Unusual capital transactions. The activities or capital transactions of an audited company departs from the capital transactions of companies with similar operations; unreasonable cash transactions or unusual deals (use of agents without any reason, pays significant amounts for studies or uses foreign consignment agents).
In the above transactions (especially in the case of cash revenues), the suspicion of the occurrence of money laundering is highly increased where the revenues come from sources registered in countries included in the list of FATF (Financial Action Task Force – OECD organisation for the prevention of money laundering) or from off-shore locations where the identification of the beneficial owner is impossible. However, this does not necessarily mean that goods or services cannot be exported to these locations if they are mechanically notified. The presence of such locations is not more than an invisible “exclamation mark” that the economic rationale, circumstances, implementation of the transaction and the involved price need careful examination.
The list of countries published by the FATF is often amended. The current list is available on the following website:

http://www.fatf-gafi.org/document/4/0,2340,en_32250379_32236992_33916420_1_1_1_1,00.html
The most important off-shore locations requiring particular attention are: Anguilla, Bahamas, Belize, Cayman Islands, Cook Islands, Marshall Islands, Mauritius, Montenegro, Vanuatu, Panama, Seychelles, Netherlands Antilles, Niue, Samoa, Saint Vincent & Grenadine, St.Kitts and Nevis, Turks and Caicos.
Another invisible “exclamation mark” is where there is a suspicion that the representative of a client is not real, but apparently an outsider: the representative has not even an approximate idea of the affairs, because the activities are managed by someone else from the background, or the manager of the company does not have am address, because he or she is homeless.
4.2.2. Information, facts and circumstances indicating terrorist financing
Services shall not be provided to persons and organisation included in lists relating to restrictive measures applied by the European Union against terrorism or other activities which are against Community interests. If an auditor observes that a client provided services or made payments to such organisations, this fact – as information, fact or circumstance indicating the possible occurrence of terrorist financing – must be reported to the authority operating as the financial intelligence unit.
The list of the above mentioned organisations which are presumed to be involved in terrorist activities changes continuously. The applicable list is available on the following website:
http://europa.eu.int/comm/external_relations/cfsp/sanctions/list/version4/global/e_ctlview.html 

4.3.
The rights and obligations of the employees (executive officers, contributing family members) of service providers in relation to the activities for the prevention and combating of money laundering and terrorist financing

The obligations of employees (executive officers, contributing family members) in direct contact with clients and directly involved in the activities of the service provider are the following: 
The obligations of the employees (executive officers, contributing family members) of service providers

· Fulfilment of the obligation to carry out due diligence measures and recording identification data / complete information sheet as part of the identification of clients, or checking the identity of identified clients, verification of identity, identification of beneficial owner, and monitoring the activities carried out to explore the purpose and envisaged nature of the business relationship and business relationship,
· Noticing the occurrence of information indicating money laundering or terrorist financing, and completing the reporting form at such times,

· Detailed and accurate description of the information indicating money laundering or terrorist financing in the report,
· Forwarding the completed reporting form to the designated person without delay,
· Not disclosing the fact of reporting or investigation to the client.
The rights of the employees (executive officers, contributing family members) of service providers

· Right to anonymity, whereby the name of the proceeding employee cannot appear in the reports. The “owner of the case” specified in the reporting form is always the auditor (signatory) with personal responsibility. The designated person shall only provide data on the identity of the employee initiating the report upon the express request of the authority operating as the financial intelligence unit;
· Right to not to be held accountable when initiating such report in good faith irrespective of whether or not the report has proved to be substantiated
4.4.
Procedural rules and form of reporting to the authority operating as the financial intelligence unit
The form developed for the purpose of reporting (Reporting Form, Annex 2) must contain the data recorded in the identification process and a brief description of the information, fact or circumstance indicating money laundering. As a main rule, reports must be made in writing (only in the form of a secure electronic message from 15 December 2008), but the designated person may communicate the required information on the phone beforehand, where delay would involve risk, provided that the written report is also sent to the authority operating as the financial intelligence unit.
The designated person shall forward all reports received without any consideration.
The failure to fulfil the reporting obligation is a criminal act conflicting Section 303/B of the Criminal Code.

5. Exemption from keeping trade and other secrets, prohibition of disclosure 
The fulfilment of the reporting obligation shall not be considered a violation of securities secrecy or any other contractual restriction on disclosing data or information.
In the event of the occurrence of information, facts or circumstances indicating money laundering or terrorist financing, the authority operating as the financial intelligence unit may require service providers to disclose  data or information which are bank, securities or business secrets, and the disclosure of such data and information shall not be refused.
Those who fulfil their reporting obligation in the event of money laundering or terrorist financing shall not be punished for the disclosure of business or securities secrets or the initiation thereof, even if a report submitted in good faith proves to be unsubstantiated later.

The reporting persons and the authority operating as the financial intelligence unit shall not provide information to the client concerned or to other third parties on the fact that information has been transmitted in accordance with the Anti-Money Laundering Act, on the contents of such information, on the name of the reporting persons, or on whether a money laundering or terrorist financing investigation is being or may be carried out on the client, and is required to ensure that the filing of the report, the contents thereof, and the identity of the reporting persons remain confidential.

This prohibition shall not prevent the provision of information to the Chamber of Hungarian Auditors acting as supervisory body and the investigating authority conducting the criminal procedure, and the exchange of data among those belonging to the same network
The prohibition of transmitting the data recorded in the due diligence procedure shall not prevent the disclosure of such information to other service providers from Member States or from third countries which impose requirements equivalent to those laid down in Section 3.6 of these model rules.

6. Recording obligation
Service providers shall keep records of the information obtained in the client due diligence procedure and retain such information for at least eight years after the termination of the business relationship.
Such records shall contain the information, documents or copies thereof obtained by the service provider in the course of carrying out the due diligence measures, as well as the documents proving the transmission of information in response to the request of the authority operating as the financial intelligence unit or the copies thereof, which service providers must retain for eight years after the date of recording and reporting such information.
7. Internal control and information systems
Service providers with employees (executive officers, contributing family members)  participating in the performance of auditing activities are required to operate internal control and information systems facilitating the procedures of client due diligence, reporting and record keeping in order to detect business events through which money laundering or terrorist financing is realized or possible.

8. Special training programmes
Service providers are required to ensure that their employees (executive officers, contributing family members) participating in the performance of auditing activities are aware of the provisions applying to money laundering and terrorist financing, that they are able to recognize business events through which money laundering or terrorist financing may be or is realized and to act in accordance with this Act in the event of the occurrence of any data, fact, circumstance indicating money laundering or terrorist financing.

In order to fulfil this obligation, service providers with employees (executive officers, contributing family members) participating in the performance of auditing activities are required to ensure the organisation of special training programmes. The person responsible for this is the service provider’s designated person.
To this end, the designated person shall develop the rules of training and continuing training, ensuring the training of new entrants, the continuing training of employees and the registration and documentation thereof, and checking the of the acquired knowledge. Continuing training may relate to the legislation on the prevention and combating of money laundering and terrorist financing, the emerging new trends of perpetration, or the amendments to the internal rules. The training must cover the definition of money laundering and terrorist financing, the internal procedural rules of identification and reporting, and the typology of events indicating money laundering and terrorist financing.
In the framework of the special training programmes, employees (executive officers, contributing family members) participating in the performance of auditing activities and employed at the time of the entry into force of these rules shall be informed of the requirements laid down in the internal rules and the related key legislation. For new entrant employees (executive officers, contributing family members), the above mentioned special training is a prerequisite for participation in auditing activities. At the time of each amendment to legislation or the internal rules, the employees (executive officers, contributing family members) participating in the performance of auditing activities shall receive new comprehensive training focusing the amendments.

Service providers may provide the required special training in the form of external training. This shall primarily include the acquisition of knowledge taught as part of the compulsory in-service training organized by the Chamber for professionals.


Annex 1

Name:

address:

of auditing service provider

INFORMATION SHEET FOR IDENTIFICATION
to implement the task prescribed in Section 7 of Act CXXXVI of 2007
1. Information to be recorded in connection with natural persons

a) first and last name (name at birth)

b) address
c) nationality
d) type and number of identification document
e) in connection with foreign nationals, the place of residence in Hungary
f) place and date of birth
g) mother’s name
2. Information to be recorded in connection with organisations (legal persons or organisations without legal personality)

a) name, short name
b) address of seat or address of the Hungarian branch of a business having its seat abroad
c) company registration number of organisations in the company register, number of decision establishing the organisation (document of registration, incorporation) or registration number of any other organisation
d) core activity
e) name and position of authorised representatives signing the contract, and name and position of contact persons
f) identification data of agent for service of process, if a foreign organisation has an agent for service of process
3. Information to be recorded about the content of the contract for the provision of auditing services:

· type and subject-matter of contract (the contract is for the provision of auditing services under Section 3(1) of the Act on the Chamber of Hungarian Auditors)

· term,

· circumstances of performance
4. Statement on the beneficial owner
I, the undersigned ………………………………….. (representative of client) hereby declare in accordance with Section 8(1) of Act CXXXVI of 2007 (hereinafter referred to as “Anti-Money Laundering Act) that, in connection with the contract for the provision of auditing services,

a) I shall proceed on my own behalf or on behalf of the client represented by me, or

b) I shall proceed on behalf of another person who is a beneficial owner

(please indicate as appropriate!)

if the answer is b), I attest the following information on the beneficial owner:

a) first and last name (name at birth)

b) address

c) nationality

d) type and number of identification document

e) in connection with foreign nationals, the place of residence in Hungary
f) place and date of birth
g) mother’s name

(Obtaining the information for points a) to c) is compulsory!)

Other statements:

· I, the undersigned give / do not give my consent to the authorized auditor’s / audit firm’s making photocopies of the documents presented in the client diligence procedure carried out in accordance with the Anti-Money Laundering Act.
· I, the undersigned give / do not give my consent to the authorized auditor’s / audit firm’s provision of the information obtained in the client diligence procedure for a client diligence procedure carried out by another service provider in accordance with Sections 18 and 19 of  the Anti-Money Laundering Act.
(Please underline text in bold and italics as appropriate.)

………………………., ………. …….. …..

……………………………

client’s representative
Annex 2
R E P O R T
on information, facts or circumstances indicating money laundering or terrorist financing

1. Particulars of auditing service provider

1.1. Name and address of auditor (audit firm)  

1.2. Date of observation
1.3. Date of reporting
1.4. Name, (work) address, position, telephone number of designated person

1.5. Auditor with personal responsibility (signatory) in the course of auditing the client:

2. Identification information of client implementing transaction obtained by the service provider (copy of information sheet for identification) 

3. Description of transaction: 

a) transaction data, in particular date and type of transaction, involved amount and currency, participants (beneficiary, obligor, affected accounts, etc.),

b) detailed description of circumstances indicating money laundering and terrorist financing and the supporting documents thereof, with the general ledger extract for the period concerned attached, if possible, experiences about the client, the client’s behaviour until now, any information which may help the authority operating as the financial intelligence unit to perform its tasks.
To:

Authority operating as the financial intelligence unit:
Central Law Enforcement Directorate of the Hungarian Customs and Finance Guard
Financial Intelligence Unit

Address: 1122 Budapest, Hajnóczy u. 7–9.

Telephone: 06-1-4568-111, Fax: 06-1-4568-154

E–mail: vpkbp.fiu@mail.vpop.hu, fiu@mail.vpop.hu
Annex 3
Service providers’ options to depart in their own internal rules from the recommendation in the model rules – not to be taken account on a compulsory basis – under the Anti-Money Laundering Act
1. Client due diligence based on risk sensitivity
The model rules recommend service providers to obtain all client due diligence information prescribed by the Anti-Money Laundering Act in the client due diligence procedure. Service providers – applying client due diligence procedures based on risk sensitivity – shall record in connection with each client and business relationship at least the information defined in Sections 7(2), 8(2) and 9(1) of the Anti-Money Laundering Act. In the client due diligence procedure based on risk sensitivity, service providers shall have a right to record the information mentioned in Sections 7(3), 8(3) and 9(2) of the Anti-Money Laundering Act (client due diligence based on risk sensitivity) – where it is deemed necessary for the prevention and combating of money laundering and terrorist financing based on the nature of the business relationship and the circumstances of the client. (The sections of the model rules affected by this procedure are: Section 3.2.1., [subsections af), ag), bd), be), bf), and the circumstance of performance], Section  3.2.2 [subsections d), e), f), g)], and Annex 1 [Sections 1/f) to g), 2/d) to f), and the circumstance of performance from Section 3, and Sections 4/d) to g)])
2. Introduction of simplified client due diligence procedures
Service providers shall have a right to introduce simplified client due diligence procedures, as defined in Section 12 of the Anti-Money Laundering Act. In the event of a simplified client due diligence procedure, client due diligence measures shall be carried out only if any fact, information or circumstance indicating money laundering or terrorist financing occur. However, monitoring the business relationship is compulsory in all cases in order to establish if the information on the circumstances obtained in the business relationship correspond to the client information available to the service provider under the applicable laws. Service providers shall ensure that all information and documents pertaining to the business relationship are up to date [Sections 10(1) and 10(2) of the Anti-Money Laundering Act].
3. Defining the responsibilities of the designated person
The only compulsory task of the designated person defined in Section 23(2) of the Anti-Money Laundering Act is to forward the reports received to the authority operating as the financial intelligence unit. Service providers shall freely define the delegation of the other tasks of service providers. (The affected sections of the model rules are: Sections 4.1 and 8.)
4. Omitting the use of the outcome of client due diligence measures carried out by other service providers.

Service providers shall have a right not to use the opportunity of accepting the outcome of client due diligence measures carried out by other service providers, as defined in Sections 18 to 21. (The affected sections of the model rules are: Sections 3.6 and 5.)
Annex 4

Notification of designated person
Name of service provider:

Address of service provider:

Number of the service provider’s document proving membership in the Chamber or the service provider’s registration number:

I, the undersigned ………………………………………………………. authorized to represent the above named service provider have on this day designated the designated person defined in Section 23(2) of Act CXXXVI of 2007 on the prevention and combating of money laundering and terrorist financing (hereinafter referred to as “the Anti-Money Laundering Act”). With this notification, I fulfil my obligation laid down in the last sentence of Section 23(2) of the Anti-Money Laundering Act.
The designated person under Section 23(2) of the Anti-Money Laundering Act is:

name:

position:

contact details:

………………, 2008. ………….. ………

………………………………..

To:

Authority operating as the financial intelligence unit:
Central Law Enforcement Directorate of the Hungarian Customs and Finance Guard
Financial Intelligence Unit

Address: 1122 Budapest, Hajnóczy u. 7–9.

Telephone: 06-1-4568-111, Fax: 06-1-4568-154

E–mail: vpkbp.fiu@mail.vpop.hu, fiu@mail.vpop.hu
Annex 5
Compulsory elements of the internal rules to be developed by service providers under Decree 35 of 29 December 2007 of the Minister of Finance

The compulsory elements of the internal rules to be developed by service providers under Section 33 of the Anti-Money Laundering Act for the fulfilment of the obligations laid down in the Anti-Money Laundering Act is the following:
1. criteria to be taken into account for the establishment of information, facts and circumstances indicating money laundering or terrorist financing;

2. internal rules of client identification, the verification of identity, the identification of the beneficial owner, the activities carried out to explore the purpose and envisaged nature of the business relationship, and the monitoring of the business relationship (hereinafter jointly referred to as “client due diligence procedures”);
3. internal rules of enhanced client due diligence procedures;
4. internal rules of accepting the outcome of client due diligence measures carried out by other service providers for those service providers that intend to exercise the right included in Section 18 of the Anti-Money Laundering Act;
5. internal procedural rules and form of reporting to the authority operating as the financial intelligence unit, and the form containing the information defined in Sections 23(1)a and 23(1)b of the Anti-Money Laundering Act;
6. the name, position and contact details of the designated person defined in Section 23(2) of the Anti-Money Laundering Act;
7. internal rules of client due diligence and the management, retention and safeguarding of information generated in connection with reporting, and of protecting the employees concerned;

8. rules of training employees and of organising special training programmes for employees, as prescribed in Section 32(3) of the Anti-Money Laundering Act;
9. procedural and behavioural norms to be applied by employees getting into contact with clients in the client due diligence procedures;
10. description of the internal control and information system facilitating client due diligence, reporting and record keeping;
Annex 6

Concepts of criminal law relating to money laundering and terrorist financing

1. Concepts of criminal law relating to money laundering
A statutory definition of money laundering is included in Sections 303 and 303/A of the Criminal Code.

Section 303 (1) Those who, in order to conceal the origin of a thing originating from any act committed by others and punishable by imprisonment, 

a) alter or transfer, or use in the performance of business activities such thing,
b) conceal or hide any right to the thing or the changes in such right, or the place where the thing can be found,

c) perform any financial activities or use financial services in connection with such thing,
shall commit a crime and may be punished with a maximum of five years of imprisonment.

(2) Those who

a) obtain for themselves or for third parties, or

b) retain, handle, use or utilize any thing originating from any act committed by others and punishable by imprisonment, or gain financial benefits from such thing or the price thereof,

may also be punished under Paragraph (1), if they knew the origin of the thing at the time of perpetration.

(3) Those who, in order to conceal the origin of a thing originating from any act committed by others and punishable by imprisonment,
a) use such thing in the performance of business activities, 

b) perform any financial activities or use financial services in connection with such thing,
may also be punished under Paragraph (1).
Section 303/A. (1) Those who

a) use in the performance of business activities any thing originating from any act committed by others and punishable by imprisonment, or 
b) perform any financial activities or use financial services in connection with such thing,
and, out of negligence, is not aware of the origin of the thing concerned, shall be punished with a maximum of two years of imprisonment, work to be done in public interest, or a fine.

Section 303/C. (1) For the purposes of Sections 303 and 303/A, thing shall also refer to a documents embodying property rights and dematerialized securities ensuring disposition of the property value or right certified by them
 - or, in the event of securities, for the obligee of the securities account.
(2) For the purposes of Sections 303 and 303/A, financial activities or the use of financial services shall mean the provision of financial services or supplementary financial services, services or services supplementing service provision, commodities exchange services, fund management, venture capital fund management, stock exchange, clearing house, central treasury or central contracting party or insurance, reinsurance or independent insurance brokerage or voluntary mutual insurance fund, private pension fund or employer pension services or the use thereof.
The term “money laundering” shall include all procedures which are aimed to make the identification of the origin of unlawfully obtained money – originating from criminal acts –impossible and to pretend that such money came from lawful sources. Money laundering is an incidental crime, and not an independent one. It must e preceded by another crime whose gains are attempted to be legalized or laundered. By channelling such income into the legal economy (and even paying taxes on it), it is possible to earn such income which can be spent lawfully. Therefore, the crime of money laundering can only be established with final force, when a final judgement has already been made on the criminal act forming the basis thereof.
Typically, the purpose of money laundering is to “create” lawful revenues corresponding to expenditures which are provable (e.g. traceable in an investigation into increments of fortunes). Lawful revenues are not needed to be created for smaller amounts, as these can be easily spent without remaining any provable trace of the spending. Therefore, the transactions relating to money laundering typically involve high values (et least millions).
2. Concepts of criminal law relating to terrorist financing
“Terrorist financing” is not an independent crime under the Criminal Code. Under Section 261(4) of the Criminal Code those who “ensure necessary or facilitating conditions to help perpetration, or provide or raise funds for such purpose” shall be punished (for the preparation of the crime of a terrorist act). Therefore, terrorist financing (i.e. the provision or raising of funds for the perpetration of a terrorist act) is punishable under the Criminal Code as a preparatory act, and it may be sanctioned under the criminal law with as severe punishment as a terrorist act.
The concept of a terrorist act is defined in Section 261 of the Civil Code.

Section 261 (1) Those who commit such crime against the persons defined in Subsection (9) which is violent, causes public danger or relate to arms and serves the purpose of
a) forcing a government body, another state or an international organisation to do, not to do, or tolerate something,

b) terrorising the public,

c) changing or disturbing the constitutional, social or economic order of another state, or disturbing the operation of an international organisation,

are to be punished for felony with ten to fifteen years’ imprisonment or life imprisonment.

(2) Those who gain control over considerable assets for the purpose identified in paragraph (a) and make the integrity or return thereof subject to the fulfilment of a demand by a government body or an international organisation are to be punished under Subsection (1). 
(4) Those who call upon, makes an offer or undertake to commit any crime defined in Subsections (1) or (2), or make an agreement on the jointly committing such crime, or ensure the necessary or facilitating conditions to help perpetration, or provide or raise funds for such purpose, shall commit a crime and may be punished with two to eight years’ imprisonment.

(7) Those who threaten with committing any crime defined in Subsections (1) or (2) shall commit a crime and may be punished with two to eight years’ imprisonment.

(8) Those who take credible cognizance on preparation for committing a terrorist act and fail to notify the authorities as soon as possible, shall commit a crime and may be punished with three years’ imprisonment.

(9) For the purposes of this Section,
a) crimes which are committed against persons and are violent, causes public danger or relate to arms shall include homicide [Sections 166(1) and 166(2)], bodily harm [Sections 170(1) to 170(5)], malpractice [Section 171(3)], abuse of personal freedom [Section 175], kidnapping [Section 175/A], crime against the safety of transport [Sections 184(1) and 184(2)], endangerment of railway, air or water transport [Sections 185(1) and 185(2)], violence against public officer (Section 229), violence against person attending public duty [Section 230], violence against supporter of public officer (Section 231), violence against internationally protected person (Section 232), causing public danger [Sections 259(1) to 259(3)], disturbing the operation of plant serving public interest [Sections 260(1) and 260(2)], gaining control over aircraft or vehicle fit for public transport or mass carriage of goods by rail, waterway or road (Section 262), abuse of explosives (Section 263), abuse of firearms or ammunition [Sections 263/A(1) to 263/A(3)], abuse of military products and services and abuse of products for dual use [Sections 263/B(1) to 263/B(3)], abuse of radioactive substances [Sections 264(1) to 264(3)], abuse of arms prohibited by international agreement [Sections 264/C(1) to 264/C(3)], crime against computer systems and data (Section 300/C), robbery (Section 321), and abuse (Section 324),
b) terrorist group: a group of three or more persons organised for a longer period and working in a concerted manner with a view to committing the crimes defined in Subsections (1) and (2).

� See Section B.7.1. of the Code of Conduct.
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